
MUSTAFA ELTAYEB SAAD 
Junior Penetration Tester | Offensive Security Engineer 

Cairo, Egypt | mustafaeltayeb305@gmail.com | 01012459551 | linkedin.com/in/t4t4r1s | t4t4r1s.github.io 

SUMMARY 
Penetration Tester with hands-on expertise in web application and network penetration testing, validated 
through HTB CPTS and CWES certifications. Experienced in conducting full-scope offensive assessments 
professional reporting. Proficient in identifying and exploiting vulnerabilities aligned with OWASP Top 10 
and PTES methodology, with a strong focus on Active Directory attacks and modern web exploitation 
techniques. Active CTF player with published technical write-ups demonstrating real-world attack 
techniques and remediation strategies. Seeking a Junior Penetration Tester 

TECHNICAL SKILLS 
Web Application Security 
• Expert in OWASP Top 10 with strong focus on Authentication & Session attacks, token manipulation, 

and modern bypass techniques 
• Advanced exploitation of Business Logic Flaws and API Security (BOLA, Broken Function Level 

Authorization, Mass Assignment) REST & GraphQL API testing 
•

Network & Active Directory  
• Advanced Active Directory attacks: Enumeration using BloodHound, lateral movement, privilege 

escalation, and Domain Compromise 
• Network penetration testing, post-exploitation, pivoting & tunneling with Impacket and CrackMapExec 
• Credential attacks including Pass-the-Hash, Kerberoasting, and dumping techniques 

Hands-on Experience & Projects 
• Hack The Box: Completed machines across Web and Network tracks  
• PortSwigger : Finished advanced labs covering OWASP Top 10, with focus on File Upload, NoSQL 

Injection, OS Command Injection, and Path Traversal 
• RootMe: Solved and documented multiple CTF challenges including all types of SQLi, NoSQL Injection, 

Command Injection, JavaScript exploitation, and Source Code Analysis 
• Python Programming Basics (MaharaTech, Jul 2025) 

• Red Hat System Administration I (MaharaTech, Jul 2025) 

CERTIFICATIONS 

• HTB Certified Penetration Testing Specialist (CPTS)  2025/2026 | Self-Study 

• HTB Certified Web Exploitation Specialist (CWES)  2025/2026 | Self-Study 

• CompTIA PenTest+ — Issued: August 2025 

• ISC2 Candidate — Issued: April 2026 

• PentesterLab Badges PCAP Badge (PTLP5728), Essential Badge (PTLE7579) ,Unix Badge 
(PTLU13698) ,HTTP Badge 

• TryHackMe Junior Penetration Tester — Issued: August 2025 | ID: THM-DQQ1N8JIXS 

EDUCATION 
Bachelor of Information Technology - Computer Science and Software Engineering 
Sinai University, Egypt		 	 	 	 	 	      	                             Expected: July 2027

http://t4t4r1s.github.io

